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Education is one of the areas where artificial intelligence
(Al) is having a dramatic impact. In this paper, we present
Cipherbot, an Al-powered educational assistant designed to
deliver scalable, personalized learning experiences through
conversational interfaces as an exemplar for the design of such
systems. This paper presents the technical architecture,
development methodology, and dual-interface functionality of
Cipherbot for educators and students. We evaluate Cipherbot
in an eight-week deployment with sixteen undergraduate
participants. Cipherbot demonstrated strong performance in
enhancing educational interactions, achieving a 95.8% task
completion rate. Usability assessments yielded high satisfaction
scores, 78% on the System Usability Scale and 76% on the
Chatbot Usability Questionnaire. Despite these positive
outcomes, a gradual decline in student engagement over time
highlights the need for dynamic and immersive learning
strategies. Findings emphasize the critical role of sustaining
engagement and enhancing learning outcomes within emerging
educational technologies that rely on AL
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I. INTRODUCTION

Education faces critical challenges in scaling instructional
resources to meet rising demands for high-quality learning.
Disproportionate student-to-educator ratios, especially in
online settings, where one instructor may oversee thousands
of learners [1], [2], make personalized support increasingly
inaccessible [3]. This lack of individualized attention
contributes to poor academic performance, increased dropout
rates, and reduced learner satisfaction [3], [4], [5].
Personalized guidance typically occurs through question-
answering exchanges between educators and students, a
practice that improves problem-solving skills and knowledge
retention [6]. However, many students hesitate to ask
questions publicly due to fear of judgment from peers or
instructors [7], [8]. When they do, learners often encounter
delays in receiving answers [8], [9], while instructors are often
swamped by repetitive queries [9]. These dynamics highlight
the need for innovative, scalable solutions, such as Al-driven
educational assistants [10] that can simulate responsive,
personalized interactions at scale [11], ultimately improving
learning outcomes and sustained student engagement.

To meet the growing demand for scalable and personalized
student support, educational research has increasingly
explored Al-driven conversational agents [12], [13],
particularly for managing student queries [14], [15], [16].
These systems leverage advances in natural language
processing to enable rich human computer interaction (HCI)
[17], [18] and are rapidly becoming an integral part of the
educational technology ecosystem. The global Al educational
market is projected to reach $1.23 billion by 2025, reaching
$32 billion by 2030 [19], [20]. However, general-purpose

large language model (LLM) chatbots such as ChatGPT raise
concerns due to reliance on opaque training data, which can
introduce inaccuracies and compromise the credibility of
educational responses [21], [22]. In contrast, domain-specific
educational chatbots restrict responses to instructor-approved
content, thereby mitigating misinformation risks and
enhancing reliability in learning contexts. As such systems
gain adoption, rigorous evaluation is critical to assess their
ability to support sustained engagement, uphold academic
standards, support access, offer usability, and deliver
effective, personalized learning experiences at scale.

To address the dual challenges of scalable personalization
and factual accuracy in Al-mediated education, we present
Cipherbot, an instructor-grounded Al educational assistance
system designed for question-answering within course-
specific contexts for students and actionable analytics for both
students and teachers. Cipherbot (a play on the Arabic word
for zero, &=, and pronounced “say-fur'-bot) operates
exclusively on educator-curated content [23], generating
context-aware responses that align directly with approved
instructional content [24]. Through a web-based interface,
students engage in natural language dialogue centered on their
coursework, while educators use a streamlined content
management system to upload, structure, and annotate course
materials. Unlike general-purpose chatbots, Cipherbot limits
its responses to verified sources, reducing the risk of
misinformation and enhancing trust in educational
interactions [1]. The platform also supports metadata tagging
and structured content organization, offering capabilities
beyond standard LLM systems like ChatGPT (see Fig. 1).
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Fig. 1. The system overview of Cipherbot. Teachers upload course material

to Cipherbot. Students ask questions or seek learning assistance via
dialogues, and Cipherbot answers based on the uploaded material.

This targeted and bounded architecture enables Cipherbot
to deliver reliable, course-aligned support at scale. In this
paper, we describe Cipherbot’s system design, pedagogical
motivations, and interaction model, illustrating its potential to
advance personalized learning rooted in factual accuracy.
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While domain-specific Al educational assistants have
been explored across domains such as healthcare, customer
service, and education, Cipherbot contributes a distinctive
configuration to the educational Al landscape. Prior systems
frequently rely on rule-based logic or tightly constrained
domains [25], limiting adaptability and scalability, or general-
purpose LLM models, leading to unvetted content. In contrast,
Cipherbot employs a Retrieval-Augmented Generation
(RAG) framework [26] paired with a LLM to generate
responses and conversations grounded exclusively in
educator-vetted content. This approach enables broad
deployment across varied course contexts without requiring
handcrafted rules or domain-specific fine-tuning. Beyond its
response generation capabilities, Cipherbot integrates
automated question categorization, response accuracy
classification, and detailed engagement analytics [23],
providing instructors (and students) with pedagogically
relevant insights into student interaction patterns. Together,
these features position Cipherbot not merely as a content-
aware assistant but as an instructor-controlled, curriculum-
aligned companion designed to support scalable, personalized
learning across diverse educational settings.

Exploring Cipherbot, Section 2 reviews key related work
on conversational agents. Section 3 discusses Cipherbot’s
design principles of LLM and RAG integration. Section 4
presents the results of an eight-week user study with sixteen
undergraduate students, highlighting the positives of Al
assistants in the classroom and potential challenges. We end
with future work, especially creating sustained engagement.

II. RELATED WORK

Conversational agents (CAs) are, with the rise of LLMs,
Al systems designed to enable natural language interaction
between users and machines [27], [28], [29]. These include
both general-purpose platforms, such as ChatGPT, and
domain-specific solutions like Cipherbot, which are tailored
to specialized use cases. The integration of LLMs into
education represents a rapidly expanding research frontier,
with ongoing exploration into how best to harness their
capabilities [28], [30], [31], [32] for learning support [33].
LLMs offer significant potential to personalize learning by
rapidly contextualizing large bodies of educational content,
enhancing information retrieval [34], [35], and recommending
resources aligned with learners’ goals and progress [36], [37].
Prior studies have further demonstrated the utility of Al in
refining the cognitive structure of educational questions,
facilitating deeper engagement with course material [38], [39].

Cipherbot serves as an alternative to both general-purpose
RAG-based systems like Phind and domain-specific
educational agents such as Khanmigo. While tools like
Khanmigo integrate curated content with conversational Al
for personalized learning, they often lack transparency in
response sourcing, offer limited instructor control over the
content, and provide minimal insight into student interaction
patterns. Cipherbot addresses these limitations by enabling
educators to upload and organize their course materials,
ensuring that the Al assistant’s responses are grounded in
instructor-approved content [23]. Additionally, Cipherbot
supports fine-grained categorization of student queries and
delivers engagement analytics tailored for pedagogical

reflection. These capabilities offer educators a more
transparent and controllable interaction environment.

General-purpose LLMs like ChatGPT have seen
widespread use in educational contexts, but persistent
concerns about factual accuracy and alignment with course-
specific content have been well-documented in both research
and practice [21], [40]. While commercial platforms
increasingly embed LLMs into learning environments, these
systems often rely on unknown training data and lack
mechanisms for instructor-level content control. Cipherbot
addresses these gaps by offering an educator-configurable,
domain-specific alternative that constrains responses strictly
to uploaded, instructor-verified materials. This design ensures
pedagogical alignment, content transparency, and traceability
in student interactions. In addition, Cipherbot provides
granular analytics on student engagement [23]and query
types, features typically absent in general-purpose systems.
Rather than competing with broad-use chatbots, Cipherbot
complements them as a purpose-built solution for structured,
curriculum-aligned support.

In sum, Cipherbot exemplifies the growing role of LLMs
in reshaping education through personalized, context-aware
interactions between learners and intelligent systems.

III. DESIGN PRINCIPLES OF CIPHERBOT

A. Design Principles of Cipherbot

Cipherbot is an educational conversational agent
integrating a RAG framework [41] with structured prompt
engineering to produce accurate, context-sensitive responses.
Powered by GPT-40-mini and accessed via API to support
future model upgrades, Cipherbot retrieves information
exclusively from educator-uploaded content to ensure
precision and reliability in its outputs [42], [43]. This
architecture grounds all responses in verified instructional
material, enhancing trust and transparency in Al-mediated
learning. In contrast to general-purpose chatbots, Cipherbot is
purposefully constrained to instructor-defined content,
enabling course-specific, pedagogically aligned interactions
that foster personalized and meaningful student engagement.
By restricting outputs to educator-uploaded content,
Cipherbot significantly reduces the risk of misinformation
[21], ensuring that responses are accurate, transparent, and
pedagogically aligned with the instructional context.

Cipherbot offers educators an intuitive interface for
uploading and organizing diverse instructional materials,
including lecture notes, slides, book chapters, and academic
articles, enabling high-precision question answering grounded
in course-specific materials. Once content is added, the
underlying LLM retrieves relevant segments to generate
accurate, contextually grounded responses to student queries.
Educators can enrich materials with metadata, such as lecture
dates and thematic tags, to enhance structure and navigability
for themselves and their students. Classes can be created and
shared via invitation links or direct email enrollment, and the
system supports continuous updates to accommodate evolving
course content. Upon joining, students immediately access a
conversational interface that enables question-answering
interactions strictly grounded in instructor-curated resources
[44].
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Fig. 3. Conversations tab for educators A-where teachers can view conversations that have occurred within the course, including B-student questions, C-
message types and themes, and D-Cipherbot responses, among many other conversation attributes, including questions not answered by the system.

B. Class Management by Educators

Cipherbot simplifies class management through a
dedicated educator interface. As illustrated in Fig. 2, the
dashboard presents key course metrics, including student
enrollment, uploaded materials, and the volume of student
interactions. Educators can easily create new classes and
upload instructional content in various formats, such as PDF,
text, video, audio, PowerPoint, and Word, supporting broad
compatibility and ensuring accessibility across various
teaching resources. Cipherbot can also generate audio from

textual files, including translation (e.g., from an English
document generate an audio lecture in French).

The Conversations tab (Fig. 3) provides educators with a
comprehensive view of all interactions between students and
Cipherbot. The system logs each student’s chat history in full,
enabling students to revisit prior exchanges and allowing
instructors to monitor dialogue trends over time. Educators
can access complete transcripts, including student queries and
corresponding chatbot responses, offering transparency into
how learners interact with the system. To support instructional
decision-making, Cipherbot automatically categorizes each
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exchange into pedagogically meaningful themes, such as
content clarification, application of knowledge, assignment
support, conceptual connections, exam preparation, and
critical thinking, among others (see Table 1). This structured
classification enables more targeted, data-driven teaching
strategies personalized to each student within the course.

TABLE L. THE CATEGORIES OF STUDENT QUESTION TYPES ON
CIPHERBOT, ALONG WITH THEIR DESCRIPTIONS.
Category Description
Clarifications Requests for clarification on specific concepts or
topics.

Application of
knowledge

Inquiries about applying class concepts in real-world
scenarios.

Assignment assistance Seeking help with assignments or homework.

Connections to other Questions about how the current material relates to
topics other topics.

Discussion of
perspectives

Seeking different perspectives on a concept or
theory.

Exam preparation  Asking for guidance on exam focus and format.

Deepening Requests for additional resources to explore a topic
understanding further.
Feedback Providing feedback on lecture clarity and

effectiveness.
Inquiries about how current events relate to the
course.

Current events

Critical thinking Asking thought-provoking questions for critical
thinking.

Practical challenges Seeking advice on overcoming challenges in
understanding.

Greetings

Each category reflects a specific facet of student
engagement, providing educators with granular insight into
inquiries and communication patterns emerging during
chatbot interactions. Cipherbot performs automatic
classification of conversation, enabling it to generate
contextually adaptive and personalized responses.

Simple greetings such as ‘Hi’ or ‘Hey.’

Additionally, Cipherbot labels each exchange as “answered”
or “not answered” based on whether the response is grounded
in the uploaded instructional content. This labeling supports
instructor evaluation of response accuracy and relevance. By
organizing interactions into structured categories, Cipherbot
equips educators with actionable data to tailor instruction,
identify learning gaps, and refine pedagogical strategies—
ultimately enhancing the overall learning experience.

Cipherbot’s class management features are central to its
goal of delivering scalable, personalized learning while
minimizing hallucination risk. The system ensures that all
chatbot responses are based on verified, course-specific
materials by enabling educators to upload, structure, and
annotate instructional content with metadata, such as lecture
dates and thematic tags. This functionality allows instructors
to align the Al assistant’s knowledge base with the
pedagogical goals of each course, increasing both the
precision and contextual relevance of generated responses.
Moreover, the centralized logging of student interaction data,
including question categories and engagement levels, supports
large-scale monitoring of learning behaviors. These
capabilities make the class management interface a
foundational element of Cipherbot’s architecture, directly
supporting the system’s design emphasis on personalization,
scalability, and content alignment.

C. Dialogues with Cipherbot by Students

As illustrated in Fig. 4, students interact with the system
via smartphone, asking questions related to specific resources,
themes, or spanning multiple instructional documents.
Cipherbot streamlines the question-answering process by
grounding all responses in educator-uploaded materials. To
preserve contextual coherence, each enrolled class operates
within its own dedicated chat session. All student interactions
are automatically logged, allowing learners and instructors to
revisit previous conversations as needed. Beyond receiving
Al-generated responses, students can directly access linked
course materials and explore referenced content in greater
depth (see Fig. 5), supporting deeper engagement with the
curriculum.

Fig. 4. Student conversation interface. A-student query, B-Cipherbot response with citations to course material, C-student reactions, copy, translate, etc., D-

clickable course material, E-follow-up questions, and F-conversation history.
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Fig. 5. Course material interface. A-material name, category, and theme, B-LLM generated title and summary based on the content, and C-LLM generated
question and answer pairs. The Cipherbot responses are based on the course material vetted by the instructor.
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IV. STUDENT EVALUATION OF CIPHERBOT

A. Pilot Testing With Educators and Students

A pilot evaluation was conducted with four students and
four educators to assess Cipherbot’s core functionality across
device types. Participants were evenly distributed between
smartphones and desktop computers to ensure balanced
testing. Educators completed 19 tasks, including account
creation, class configuration, and content management, with
success rates of 97.3% on smartphones and 100% on
computers. Students completed 11 tasks, such as registration,
initiating class chats, and navigating learning materials, with
success rates of 95.4% on smartphones and 86.3% on
computers. Insights from the pilot informed iterative design
improvements. For example, participant P3 reported
confusion when selecting materials during a chat session on a
desktop, stating, “Something is up with the flow. You have to
click a profile to get back to the main page. I could not figure
out how to select the material.” In response, the system
interface was refined to include a prominent “ask about
specific material” button beneath the input field, enhancing
usability and streamlining task flow.

B. Usability and Functionality Assessment by
Undergraduate Students

Building on insights from the pilot phase, we conducted a
longitudinal user study to evaluate Cipherbot’s usability and
functional performance in a real-world educational context.
Sixteen undergraduate students used Cipherbot over eight
weeks, with all system interactions continuously logged for
analysis. Following the deployment, we conducted a
comprehensive usability assessment to evaluate Cipherbot’s
effectiveness in supporting educational engagement and
delivering personalized, course-aligned learning support.

Participants and Procedure. Sixteen undergraduate
students, enrolled in an introductory in-person HCI course,
participated in the study. Participants, aged 18 to 22, were
recruited from six universities, five located in Qatar and one
in the United States, and represented diverse academic
backgrounds, including Computer Science, Business, Political
Science, and Digital Media. Of the cohort, 12 participants
(75%) identified as female and 4 (25%) as male, with no
additional gender identities reported. The study was
conducted in two phases, designed to evaluate both the
usability and functional performance of Cipherbot in an
authentic learning environment with real course content in an
actual learning environment. As this was a real-world
deployment, this is a naturalistic rather than a controlled lab
study with control and test groups.

Usage of Cipherbot. Over the eight-week study period,
participants actively used Cipherbot as part of their
coursework. The system automatically captured detailed logs
of all user activity, including logins, conversation histories,
and specific queries. This interaction data provided a
comprehensive view of how students incorporated the chatbot
into their learning workflows, offering valuable insights into
usage patterns, engagement frequency, and the integration of
Al support within everyday academic routines.

Post-Course  Usability — Assessment. To  evaluate
Cipherbot’s usability and overall performance, all sixteen
participants completed a quantitative assessment using three
standardized instruments: (1) the System Usability Scale
(SUS) to evaluate general usability [45], (2) the Chatbot
Usability Questionnaire (CUQ) to assess the quality of

dialogue-based interactions [46], and (3) the User Experience
Questionnaire (UEQ) to capture perceptions across core user
experience (UX) dimensions [47]. This multi-instrument
approach enabled a comprehensive evaluation of Cipherbot’s
interface, interaction quality, and user satisfaction, addressing
a key gap in standardized assessment practices within Al
educational assistant research [40].

C. Results of the Usability Study

Conversation Types: Throughout the eight-week study,
participants engaged with Cipherbot by posing a total of 77
questions, averaging 5 queries per student (range: 3—14).

Using the wunderlying LLM, Cipherbot automatically
classified these questions into predefined pedagogical
categories: Clarifications on Content (n=34, 44%),

Assignment and Homework Assistance (n=17, 22%),
Practical Challenges (n=8, 11%), Deepening Understanding
(n=8, 11%), and Application of Knowledge (n=5, 7%). This
distribution is consistent with prior research on educational Al
chatbot usage patterns [48], reinforcing the contextual validity
and relevance of student interactions throughout the
deployment and generalizability of findings.

Each category imposes distinct demands on information
retrieval and synthesis, for example, Assignment and
Homework Assistance typically require exact matches to
instructional content, whereas Application of Knowledge may
necessitate more abstract reasoning and cross-topic
integration. Future evaluations will incorporate a category-
level analysis of response success rates to better understand
Cipherbot’s performance across different query types. By
assessing response accuracy within each category, we aim to
identify areas where Cipherbot performs reliably versus where
it encounters limitations. Preliminary observations indicate
that most failures occurred in response to abstract or cross-
cutting queries that exceeded the scope of the uploaded
materials, often resulting in ungrounded or incomplete
answers. A more systematic failure analysis, tracking
instances of hallucination and ambiguity, will be essential to
refine prompt engineering, improve content structuring, and
enhance the system’s overall reliability. However, from our
preliminary findings, the professor setting the expectations of
course content is also a key factor for generating in-scope
conversations.

Student Engagement: As illustrated in Fig. 6a, student
interaction with Cipherbot declined progressively over the
eight-week study—a trend consistent with prior research on
educational chatbot engagement [49], [50], [S1]. The most
notable drop occurred during the final two weeks, coinciding
with a shift in course focus toward project completion and
final report submissions. This pattern aligns with expected
academic workflows and mirrors documented engagement
trajectories in earlier studies [52]. Despite the decline, all
participants remained active users of Cipherbot throughout the
study, and their interaction patterns closely followed
established benchmarks [48], providing a robust basis for
post-study evaluation and longitudinal analysis [53].

Post-Course Usability Assessment: At the end of the eight-
week study, participants completed three standardized
evaluations to assess Cipherbot’s usability and user
experience. As shown in Fig. 6b, the SUS yielded an average
score of 78.1 (max = 87.5, min = 65.5, SD = 6.61), indicating
strong overall usability [45]. The CUQ averaged 75.6 (max =
85.9, min =60.9, SD = 7.57), reflecting high-quality dialogue-
based interaction [46]. The UEQ produced a mean score of
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1.91 (max = 3.0, min = 0.50, SD = 0.72), placing Cipherbot
within the good to excellent UX range [47]. Collectively, these
results validate the system’s effectiveness in delivering a
usable and engaging learning interface. However, the
observed decline in weekly usage suggests a need to
incorporate ongoing, interactive learning activities to sustain
long-term engagement with educational assistants [54].

Number of Questions per Week SUS, CUQ, and UEQ Scores with Standard Deviations

100

© I I

&

Number of Questions
s

Vieek1 Wesk2 Week3 Weekd VieekS Weeks Wesk7 Veek
Vieek

(a) Number of Conversations by  (b) Comparison of SUS, CUQ, and
Week. UEQ scores with standard
deviations.

Fig. 6. Conversations by week from the students and the SUS, CUQ, and
UEQ results.

Although a gradual decline in student engagement was
observed over the eight-week deployment, this study does not
systematically investigate the underlying causes of that trend.
Potential explanations include interface fatigue, diminished
perceived value of chatbot-mediated tasks, or the natural shift
in course focus toward final projects. However, in the absence
of qualitative data, these interpretations remain speculative,
requiring future work incorporating interviews and open-
ended survey instruments to elicit student perspectives on
engagement dynamics. These insights will inform targeted
design refinements, such as adaptive prompts, personalized
interface features, or gamification, to support sustained,
meaningful interaction over extended learning periods.

While Cipherbot leverages a RAG framework to enhance
factual accuracy by constraining responses to educator-
uploaded materials, the binary classification of responses as
“answered” or “not answered” serves as a preliminary
grounding indicator that the RAG approach worked well. The
complication is that determining what is ‘out of scope’ and
what is just ‘basic knowledge’ has no clear boundary for many
courses. From a review of the conversations, Cipherbot
accurately addressed out-of-scope questions with a “that is not
covered in the course material” response.

V. STRENGTHS, LIMITATIONS, AND FUTURE WORK

Cipherbot offers a promising direction for scalable,
personalized education through Al-driven, instructor-aligned
conversational interfaces. Its core strength lies in integrating
educator-curated content with a RAG framework, enabling
contextually grounded and reliable responses while reducing
the risk of misinformation common in general-purpose
chatbots. The platform’s content management system
supports flexible organization and annotation of materials,
while its automatic categorization of student queries provides
instructors with actionable insights into learning needs. Broad
format compatibility and cross-device access enhance
usability, and 24/7 availability supports self-paced, flexible
engagement across diverse learning contexts.

Concerning limitations, the evaluation was conducted in a
single academic context, involving sixteen undergraduate
students enrolled in a HCI course. This relatively
homogeneous and tech-savvy cohort limits the
generalizability of findings to broader educational settings,
particularly for learners from non-technical disciplines, such
as the arts or humanities, who may exhibit different levels of
digital literacy and usability expectations. Additionally,
Cipherbot’s performance may vary depending on the
complexity and structure of the subject matter, underscoring
the need for cross-disciplinary testing. While usage data was
collected, the study did not investigate long-term learning
outcomes, content retention, or academic performance
metrics. The decline in student engagement toward the end of
the study further highlights the ongoing challenge of
sustaining interaction with educational chatbots, even when
usability and content alignment are strong.

Future work will extend the evaluation of Cipherbot across
a broader set of educational domains to assess its adaptability
and pedagogical effectiveness in diverse instructional
contexts. In parallel, we plan to apply advanced chat log
analytics to uncover patterns in unanswered or frequently
asked questions, enabling the identification of content gaps
and informing the development of targeted supplemental
materials. These insights will support educators in refining
course content, addressing learner confusion, and optimizing
instructional strategies. While the current study emphasizes
usability, engagement, and functional performance, future
research will also evaluate Cipherbot’s influence on learning
outcomes and student experiences compared to traditional
educational support methods.

Future research should include controlled comparative
studies to assess differences in academic performance, content
retention, and learner satisfaction between Cipherbot students
and those who do not [55]. Such evaluations will offer deeper
insight into Cipherbot’s effectiveness in delivering scalable,
personalized educational support, extending beyond question-
answering accuracy to its broader pedagogical impact, as
outlined in the introduction. In addition, future work will
conduct benchmarking against both general-purpose systems
(e.g., ChatGPT, Phind) and domain-specific agents (e.g.,
Khanmigo), employing standardized hallucination detection
metrics to evaluate factual grounding and reliability. These
comparative analyses will provide stronger empirical
validation of Cipherbot’s core contribution—enhancing trust
and accuracy in Al-mediated educational interactions.

While the quantitative evaluation using SUS, CUQ, and
UEQ provided a solid foundation for assessing Cipherbot’s
usability and overall user experience, these instruments offer
limited visibility into users’ contextual expectations and
specific functional preferences. A limitation of the present
study is the absence of qualitative data, such as interviews or
open-ended responses, that could deepen our understanding of
how students interpret and experience Cipherbot in real-world
settings. Future evaluations will integrate qualitative methods
to enable a more nuanced exploration of user needs, reveal
pain points and strengths not captured by quantitative scales,
and inform the iterative development of features grounded in
learner and educator perspectives.

Cipherbot will explore the integration of knowledge
graphs, mobile elements such as podcasts, adaptive learning
pathways, and immersive features aligned with metaverse
technologies to promote deeper, ongoing interaction by
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students. These enhancements will hopefully enrich the
learning experience, increase motivation, and support
individualized educational journeys. The goal is to position
Cipherbot and other Al educational assistants as flexible,
trustworthy, and engaging platforms for personalized learning
and digital education [56].

VI. CONCLUSION

This study introduces Cipherbot, an Al-driven educational
assistant designed to support scalable, personalized learning
by integrating educator-curated content and LLM capabilities.
By combining a RAG framework with structured prompt
engineering, Cipherbot addresses two challenges in Al-
enhanced education, which are delivering personalized
support at scale and ensuring factual accuracy in system
responses. Results from an eight-week deployment with
undergraduate students demonstrated high usability, high
engagement at the course start, and pedagogically grounded
interactions, validating Cipherbot’s effectiveness  in
facilitating course-specific question answering.

As educational institutions continue integrating Al and
immersive technologies into instructional practice, Cipherbot
presents a compelling design model for embedding
educational assistants within pedagogical workflows.
Cipherbot’s design emphasizes intelligent, adaptive, and
trustworthy interaction, aligning with broader goals of value
creation in education. While challenges such as maintaining
long-term engagement persist, Cipherbot establishes a strong
foundation for advancing research in personalized, Al-
mediated learning systems. This work contributes to ongoing
discourse around the role of Al technologies in shaping more
inclusive, responsive, and effective educational experiences.
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